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Problem: 1. We propose a machine learning and deep learning based intrusion L\

 The scale of devices connected to an loT network is increasing, leading to novel detection system (IDS) that analyzes network traffic and packets to classify " gromaitlingy v
vulnerabilities and anomalies. any intrusion or attack. S L .

* Existing methods are not optimally tuned and an end-to end system using a. In order to check whether a network packet is normal or anomalous, oT Data Prepracessing Et_';"‘;t’emy Validation Z' X :
machine and deep learning approaches is scarce in existing literature. we employ a machine learning based binary classifier. It has less - — : =7

* Processing large number of features makes the system compute intensive and complexity and requires less computation cost and training time. l " I — ti‘)‘ = g ll—_e A
require massive memory and training time. b. For multi-class classification, we have employed deep learning based —— Hy per-parameter |uning

Poster paper solution: recurrent neural network to not only identify whether it is anomaly X

* A hybrid framework of machine learning and deep learning networks for traffic, but also to distinguish the type of attack being generated on Pt
efficient classification of attacks and anomalies is presented. the network. = e Y

e The system is optimally tuned, and appropriate feature selection and data 2. Imbalance data can drastically affect the model's performance and can l_ Evaluation -
balancing approaches are adopted. result in biased model. L

b. It does not generate duplicates, but rather creates synthetic data
points that are slightly different from the original data points. N Preprocessing P gt
. Appropriate feature selection helps to discard the irrelevant features, | Engineering s-*m ction
which does not plat any role in the learning of the model and saves
execution time.

* Machine learning based algorithms can distinguish between normal or anomaly a. we used PSO? feature selection technigue that attempts to find the
data (binary classification) easily, but due to the shallow nature of these best subset of the input feature set. Conclusions

a. we have made the use of Synthetic Minority Oversampling Technique
Introduction (SMOTE)? to balance the data. ‘&o 5 ‘.

* Machine learning and deep learning-based approaches have been used to
ensure the security and privacy of an loT network. 3
* However, both domains are still at their infancy stage for anomaly detection

and classification. Figure 3. Intrusion Detection System Model Pipeline

algorithms, they are unable to detect or classify numerous types of attack being 4. We have also used the most optimal hyperparameter tuning of the + A hybrid framework to perform anomaly detection and classification is
generated on the loT network. intrusion detection system, including the loss function, optimizer, batch oresented

* On the other hand, deep learning-based algorithms can distinguish between size, and epochs. It aids and assist the intrusion detection systems to . The propésed framework is optimally tuned by selecting the most
different types of attacks (multi-classification) but are very compute intensive achieve maximum performance and resource utilization. appropriate hyperparameter values including loss function, optimizer,

and require massive memory and training time.

 Moreover, they involve numerous hyperparameters, which needs to be tuned batch size and epochs.

effectively; - o»rlder t0 achieve efficier:ltpperr)formance ;md efficacy DataSet * We showed that feature selection and data balancing approaches such as
We have used loTID20 dataset? for experiments in which 86 different features SMOTE and SMO can improve performance and execution time of the
have been captured. The dataset contains different types of loT attacks as well overall system.

[} oo . . ° ° . . . I
/ : 5 as their families. The dataset is available in CSV format and is free to be used In future.we WOUId.I'ke to extend.thls work by work.lng on more complex
Defense Mechanism * for research. datasets incorporating more real-life attacks, anomalies and challenges.
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- * |n future we would like to extend this work by working on more complex
‘,—’ A datasets incorporating more real-life attacks, anomalies and challenges.
~ iy~  We would also like to work on other machine learning and deep learning-
o based models for anomaly classification and intrusion prevention.
|  Another important aspect is to use the hardware accelerators such as GPU
Y Te— \/ . - based cloud infrastructure for the efficient performance of the system.
| _— 1 /./" == * We will develop a high-performance platform which will be equipped with
’“"‘ Maintain | Administrative " modern GPUs and will help to accelerate our proposed anomaly
u w > Nird classification pipeline for intrusion detection and prevention.
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Figure 1. Overview of Proposed Intrusion Detection System. Figure 2. A Visualization of Data Imbalance
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